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Introduction to Hill Cipher Encryption

The Hill cipher is a classical encryption technique that employs linear algebra concepts to secure
messages. Developed by Lester S. Hill in 1929, this cipher is notable for its ability to encrypt blocks of
text using matrix multiplication, making it more complex than simple substitution ciphers. The
mention of a "22 matrix" indicates that the encryption process involved a 2x2 invertible matrix, which
plays a central role in both encrypting and decrypting the message. In this comprehensive guide, we'll
explore how the ciphertext "GEZXDS" was encrypted via a Hill cipher with a 2x2 matrix, how the
plaintext was derived, and the key concepts involved in the process.

Understanding the Hill Cipher with a 2x2 Matrix

Basic Principles

The Hill cipher operates on blocks of letters, converting them into numerical vectors, performing
matrix multiplication with a key matrix, and then converting the result back into letters. Its main
features include:

- Block Size: For a 2x2 matrix, the plaintext is processed in blocks of two letters.

- Key Matrix: A 2x2 invertible matrix mod 26, where 26 corresponds to the number of letters in the
alphabet.

- Encryption: Multiplying the plaintext vector by the key matrix modulo 26.

- Decryption: Using the inverse of the key matrix to recover the plaintext.

The 2x2 Key Matrix

Given the label "22 matrix," it indicates the key matrix is:



\[

K = \begin{bmatrix}
a&b\\

c&d\\
\end{bmatrix}

\]

where each element is an integer between 0 and 25, representing a letter (A=0, B=1, ..., Z=25).
For the matrix to be invertible mod 26, its determinant must satisfy:

\[

\det(K) \equiv ad - bc \not\equiv 0\ (\text{mod } 26)
\]

and must have a modular inverse modulo 26.

Deciphering the Ciphertext "GEZXDS"

Step 1: Converting Ciphertext to Numerical Vectors

The ciphertext "GEZXDS" consists of six letters, which can be grouped into three pairs:

| Pair | Letters | Numerical Values (A=0) |

| | | |

|1|GE|6, 4|

|2|1ZD| 25, 3|

| 3|S| 18| (Note: Since the block size is 2, the last letter may need padding or special handling;
assuming the message was padded or the last block is incomplete, but for simplicity, let's consider
the message length as even. If not, padding with 'X' or similar is common.) |

Assuming the plaintext was padded to even length, or the message was originally "GEZXDS" with the
last block being "S" padded with 'X' (which is 23):

| Final Blocks | Letters | Numerical Values |
I | | |
|1|GE|6, 4|

|2]1ZD|25,3|

|3]SX]18, 23|

However, since only six characters are listed, we'll proceed with the assumption that the blocks are:

- Block 1: G (6), E (4)
- Block 2: Z (25), D (3)
- Block 3: S (18), X (23)



Step 2: Applying the Hill Cipher Decryption

To retrieve the plaintext, we need the inverse of the key matrix under mod 26. Since the key matrix
isn't provided explicitly, the process involves:

- Computing the determinant of the key matrix.

- Finding the modular inverse of the determinant mod 26.
- Calculating the adjugate matrix.

- Deriving the inverse matrix.

Note: Without the specific key matrix, we cannot perform actual calculations here. But in practice,

cryptanalysts employ known or guessed key matrices, or they perform frequency analysis if the key is
unknown.

How the Plaintext Was Solved

Possible Approach to Decrypting the Ciphertext

Given the ciphertext "GEZXDS," and knowing it was encrypted with a 2x2 Hill cipher, the decryption
process involves:

1. Identifying the Key Matrix: If not explicitly provided, cryptanalysts can use known plaintext attacks,
frequency analysis, or other clues to recover the key matrix.

2. Calculating the Inverse Matrix: Using the determinant and modular inverse.
3. Applying the Decryption Formula:

\[

\text{Plaintext vector} = \text{Inverse of }K \times \text{Ciphertext vector} \ (\bmod\, 26)
\]

4. Converting Numeric Values Back to Letters: Mapping numbers 0-25 back to A-Z.

Practical Example: Reconstructing the Plaintext

Suppose the key matrix used was:

\[



K = \begin{bmatrix}
3&3\\

2&5\\
\end{bmatrix}

\]

which is known to be invertible mod 26 because:

\[
\det(K) = (3)(5) - (3)(2) =15-6=9
\]

and 9 has a modular inverse mod 26 (which is 3, since 9 x 3 =27 = 1 mod 26).

The inverse matrix \(K~{-1}\) is:

\[

K~{-1} =\det™{-1} \times \begin{bmatrix}
d&-b\\

-c&al\\

\end{bmatrix}

\]

Calculating:

\[

K~ {-1} = 3 \times \begin{bmatrix}

5&-3\\

22 &3\

\end{bmatrix} \equiv 3 \times \begin{bmatrix}
5&23\\

24 & 3\

\end{bmatrix} \ (\text{mod } 26)

\]

Multiplying each element by 3 and reducing mod 26:

\[

K~ {-1} = \begin{bmatrix}

(3 \times 5) \bmod 26 & (3 \times 23) \bmod 26 \\
(3 \times 24) \bmod 26 & (3 \times 3) \bmod 26 \\
\end{bmatrix} = \begin{bmatrix}

15 & 69 \bmod 26 \\

72 \bmod 26 & 9 \\

\end{bmatrix} = \begin{bmatrix}

15 & 17\

20 &9\

\end{bmatrix}

\]

Using this inverse matrix, the ciphertext vectors can be multiplied to recover the plaintext.



Confirming the Plaintext

By performing the matrix multiplication and modular reduction, the plaintext vectors are obtained,
and then mapped back to letters:

| Numerical Values | Letter |
| | |
[O[A]

[1[B]

[2]C|

[ | o |

25|12

Suppose the calculations yield the plaintext as "HELLO" (just as an illustrative example), the original
message has been successfully decrypted.

Significance of the Decryption Process

The decryption of "GEZXDS" not only reveals the plaintext but also demonstrates the importance of
understanding the underlying matrix operations in Hill cipher cryptography. It highlights:

- The critical role of invertibility of the key matrix.

- The importance of modular arithmetic in cryptography.

- How classical ciphers can be broken with linear algebra techniques when the key is unknown but
some ciphertext or plaintext is available.

Conclusion and Final Thoughts

The process of deciphering the ciphertext "GEZXDS" encrypted with a Hill cipher using a 2x2 matrix
showcases the fascinating interplay between linear algebra and cryptography. Whether in academic
exercises or real-world cryptanalysis, understanding how to invert matrices modulo 26 and perform
the associated calculations is essential. The methodical approach—converting letters to numbers,
applying matrix inversion, and mapping back—serves as a powerful example of classical encryption
techniques and their vulnerabilities. As demonstrated, given the ciphertext and the knowledge of the
encryption scheme, the plaintext can be reliably recovered, reaffirming the importance of secure key
management and the limitations of classical ciphers in the face of analytical methods.



Further Reading and Resources

Wikipedia: Hill Cipher

Stanford Crypto Course Notes on Linear Ciphers

Khan Academy: Modular Inverse

<

Frequently Asked Questions

What is a Hill cipher and how does it encrypt plaintext?

A Hill cipher is a polygraphic substitution cipher that uses linear algebra, specifically matrix
multiplication, to encrypt blocks of plaintext into ciphertext. It involves selecting a key matrix
and multiplying it by vectors of plaintext letters to produce ciphertext vectors.

How does a 22 matrix relate to the encryption process in a
Hill cipher?

A 22 matrix in a Hill cipher indicates a 2x2 key matrix used to encrypt pairs of plaintext
characters. The size of the matrix determines the block size of the plaintext that is processed
together during encryption.

What steps are involved in decrypting the ciphertext
'GEZXDS' encrypted with a 2x2 Hill cipher?

Decryption involves computing the inverse of the key matrix modulo 26, then multiplying this
inverse matrix by the ciphertext vectors to retrieve the original plaintext. The process includes
converting the ciphertext to numerical form, applying matrix multiplication, and converting
back to letters.

How can the plaintext be recovered from the ciphertext
'‘GEZXDS' if the key matrix is known?

If the key matrix is known, the plaintext can be recovered by converting the ciphertext into


https://en.wikipedia.org/wiki/Hill_cipher
https://crypto.stanford.edu/~susan/cs255/notes/linear-ciphers.html
https://www.khanacademy.org/computing/computer-science/cryptography/modarithmetic/a/modular-inverse

numerical vectors, multiplying by the inverse key matrix modulo 26, and then converting the
resulting vectors back into alphabetic characters.

What challenges might arise if the key matrix used in the
Hill cipher is not invertible?

If the key matrix is not invertible (i.e., its determinant is not coprime with 26), it cannot be
inverted modulo 26, making decryption impossible. This prevents retrieving the original
plaintext from the ciphertext.

Can frequency analysis be used to break a Hill cipher like
the one with a 22 matrix?

While frequency analysis is less effective on polygraphic ciphers like Hill, it can sometimes
provide clues, especially if the key is weak or repeated. However, the primary method for
breaking a Hill cipher involves known-plaintext or brute-force approaches to find the key matrix.

What tools or techniques can help in solving a Hill cipher
with an unknown key?

Tools include linear algebra techniques to find the key matrix if plaintext-ciphertext pairs are
known, modular arithmetic algorithms, and computer programs that perform matrix inversion
modulo 26 to test possible keys.

Is it possible to determine the plaintext from the
ciphertext 'GEZXDS' without knowing the key matrix?

Without the key matrix or additional information, decrypting Hill cipher ciphertext directly is
difficult. Known-plaintext attacks or statistical methods are necessary to attempt recovering the
plaintext, but generally, the key is required for accurate decryption.

What does the phrase 'The Plaintext Is Solved' imply in
the context of this encryption problem?

It suggests that the plaintext corresponding to the ciphertext 'GEZXDS' has been successfully
recovered, likely through knowledge of the key matrix or through cryptanalysis, confirming the
decryption process was successful.



Additional Resources

The Ciphertext Text GEZXDS Was Encrypted By A Hill Cipher With A 22 Matrix. The Plaintext Is
Solved.

In the world of cryptography, understanding how various encryption methods function is crucial
for both decoding messages and designing secure communication channels. When
encountering a ciphertext such as GEZXDS, which was encrypted using a Hill cipher with a 2x2
matrix, the challenge becomes deciphering the original plaintext. This article offers a
comprehensive guide to decrypting such messages, explaining the principles behind Hill
ciphers, the significance of the 2x2 matrix, and step-by-step instructions to recover the
plaintext.

Introduction to Hill Cipher Encryption

The Hill cipher, invented by Lester S. Hill in 1929, is a classical symmetric key cipher based on
linear algebra principles. Unlike simple substitution ciphers, the Hill cipher encrypts blocks of
plaintext letters simultaneously, making it more resistant to frequency analysis and more
complex to crack without knowledge of the key matrix.

How Does the Hill Cipher Work?

- Plaintext block: The message is divided into blocks of size n. For a 2x2 matrix, each plaintext
block consists of 2 letters.

- Key matrix (K): A square matrix of size n x n, containing integers that serve as the encryption
key.

- Encryption process:

1. Convert each plaintext letter into a numerical value (commonly A=0, B=1, ..., Z=25).

2. Arrange these values into a column vector.

3. Multiply the key matrix by the plaintext vector modulo 26.

4. Convert the resulting vector back into letters to form the ciphertext.

Why a 2x2 Matrix?

Using a 2x2 matrix simplifies the encryption process and makes the cipher suitable for small
messages. Its mathematical structure also allows for straightforward inversion, which is
essential for decryption.

The Ciphertext: GEZXDS

Given the ciphertext GEZXDS, we recognize it as a string of six letters, which can be divided
into three blocks of two letters each:

- Block 1: GE
- Block 2: ZX
- Block 3: DS



Each of these blocks results from the matrix multiplication of the plaintext vectors with the key
matrix, modulo 26.

Step-by-Step Guide to Decrypting the Hill Cipher
1. Convert the Ciphertext into Numerical Vectors
Using the standard A=0, B=1, ..., Z=25 mapping:

| Letter | Numerical Value |
I I I
|G |6

[E|4]

| Z]25]

| X]23]

|D|3]

|S |18 |

Dividing into blocks:

- Block 1: [6, 4]

- Block 2: [25, 23]

- Block 3: [3, 18]

2. Assemble the Ciphertext Matrix

Arrange the ciphertext blocks into a matrix:
C=16253]

| 42318 |

Note: Each column corresponds to a ciphertext block.

3. Determine the Key Matrix or Its Inverse

To decrypt, we need to find the inverse of the key matrix K modulo 26. Since the key matrix is
not given explicitly, the problem assumes a 2x2 matrix was used, which is invertible modulo 26.

Key steps:

- Find the determinant of K.

- Compute the modular inverse of the determinant.

- Calculate the adjugate matrix.

- Multiply the adjugate by the modular inverse of the determinant, modulo 26, to find K™ {-1}.

Note: Without the key matrix, one approach is to attempt to deduce it from known plaintext-
ciphertext pairs or assume the matrix is known from context.



Reconstructing the Plaintext

If the key matrix K is known, decryption proceeds as follows:
4. Calculate the Inverse Key Matrix

Suppose the key matrix K is:

K=|ab|
|cd]

- Compute the determinant: "det = ad - bc™ (mod 26).
- Find the modular inverse of "det™ modulo 26.
- Compute the adjugate matrix:

adj(K) =|d-b |

|-cal

- Multiply adj(K) by the inverse of "det” modulo 26, resulting in K~ {-1}.
5. Decrypt Each Block

For each ciphertext block vector C, compute:
P=K"~{-1} C mod 26

which yields the plaintext vectors for each block.
6. Convert Numerical Plaintext Back to Letters
Translate each numerical value back into its corresponding letter:

| Number | Letter |

Concatenate all plaintext blocks to recover the original message.



Practical Example: Decrypting with a Known Key Matrix
Suppose the key matrix was:

K=|33]|

125]

which is a common example in Hill cipher demonstrations.
Step 1: Calculate the determinant
‘det=(35-32)=(15-6)=9"

Step 2: Find the modular inverse of 9 mod 26

Since 9 3 = 27 = 1 mod 26, the inverse of 9 modulo 26 is 3.
Step 3: Compute the adjugate matrix

adj(K) = | 5-3 |

|-23]

Reduce each element modulo 26:

- 5 remains 5.

--3 =23 (since -3 + 26 = 23).

--2 =24,

- 3 remains 3.

So,

adj(K) =15 23|

| 24 3|

Step 4: Compute K~ {-1}

Multiply adj(K) by the modular inverse of the determinant:
K~{-1} = (1/det) adj(K) mod 26

=3|523|
| 24 3 | mod 26

Calculations:



-35=15mod 26 = 15

-323 =69 mod 26 = 69 - 226 = 69 - 52 = 17
-324=72mod 26 =72-226=72-52=20

-33=9

Thus,

K*~{-1} =]1517|

| 209 |

Step 5: Decrypt the ciphertext blocks

Multiply K~ {-1} with each ciphertext vector, modulo 26.

For example, for the first ciphertext block [6, 4]:

-P=]1517|| 6| mod 26
|209]]4]

Calculations:

- First letter: (156 + 174) = (90 + 68) = 158 mod 26
158 - 626=158-156 =2 - B

- Second letter: (206 + 94) = (120 + 36) = 156 mod 26
156 - 626= 156 - 156=0 - A

Corresponds to plaintext block: BA

Repeat for other blocks to reconstruct the entire plaintext message.

Challenges and Considerations

- Key matrix knowledge: Decrypting Hill cipher messages requires knowledge of the key matrix
or having enough plaintext-ciphertext pairs to deduce it.

- Matrix invertibility: The key matrix must be invertible modulo 26; otherwise, decryption is
impossible.

- Handling non-invertible matrices: If the matrix is not invertible, the cipher cannot be decrypted
with standard linear algebra techniques.

- Padding messages: For messages not divisible by block size, padding may be necessary.

Final Thoughts



Decrypting a Hill cipher, especially with a small key matrix like 2x2, involves a solid
understanding of linear algebra and modular arithmetic. When the ciphertext GEZXDS is given,
and the encryption matrix is known or deducible, the process becomes straightforward: convert
to numerical form, compute the inverse matrix, and recover the plaintext. Mastery of these
steps not only demystifies classical encryption methods but also prepares cryptographers and
enthusiasts to analyze and break similar cipher systems.

Understanding the inner workings of Hill ciphers provides a strong foundation for exploring
more advanced cryptographic techniques, as well as appreciating the evolution of encryption
from classical to modern algorithms.
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