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When it comes to financial planning and advising, Certified Financial Planner (CFP)
professionals hold a position of trust and confidentiality. Clients entrust their sensitive
financial, personal, and sometimes even private information to CFPs with the expectation
that this data will be protected and only disclosed under appropriate circumstances.
Understanding the scope of when and how a CFP may legally and ethically disclose a
client's personally identifiable information (PII) is crucial—not only for maintaining
compliance with legal standards but also for upholding the integrity of the profession. This
article explores the specific scenarios and guidelines under which a CFP professional may
disclose a client’s PII, highlighting key ethical considerations, legal requirements, and best
practices.

Legal and Ethical Foundations for Disclosure of
Client Information

Before discussing specific circumstances, it’s important to understand the foundational
principles guiding CFP professionals regarding client confidentiality.

Regulatory Framework

CFP professionals operate under a complex framework of federal and state laws, including
the Gramm-Leach-Bliley Act (GLBA), Securities and Exchange Commission (SEC)
regulations, and industry standards set by the CFP Board. These laws generally prohibit
unauthorized disclosure of client information, emphasizing confidentiality and privacy.

CFP Board’s Code of Ethics and Standards of Conduct

The CFP Board’s standards specify that CFP professionals must protect client information
unless disclosure is:

- Authorized by the client

- Permitted or required by law

- Necessary to prevent fraud or other illegal activity

- Necessary to establish or defend against legal claims

This ethical obligation underscores the importance of discretion and the circumstances



under which disclosure is permissible.

When May a CFP Disclose a Client’s Personal
Identifiable Information?

While confidentiality is paramount, there are specific situations where disclosure of PII is
legally or ethically justified.

1. With Explicit Client Consent

The most straightforward scenario is when the client provides clear, informed consent for
the CFP to disclose certain information.

e Explicit Authorization: The client signs a consent form or provides verbal
permission, specifying what information can be shared, with whom, and for what
purpose.

e Scope of Consent: The disclosure is limited to the scope agreed upon to prevent
over-sharing or unintended leaks.

2. To Comply With Legal or Regulatory Requirements

CFP professionals may be compelled to disclose client information when legally mandated.

e Legal Proceedings: Court orders or subpoenas may require disclosure of specific
client information.

* Regulatory Reporting: Certain transactions or accounts may require reporting to
authorities, such as tax agencies (e.g., IRS), or compliance agencies.

e Anti-Money Laundering (AML) and Know Your Customer (KYC): Financial
institutions and advisors are often mandated to disclose PII to regulators to prevent
fraud, money laundering, or terrorist financing.

3. To Protect the Client or the Public

In some cases, disclosure is necessary to prevent harm or illegal activity.



e Fraud Prevention: If a CFP suspects fraudulent activity or a client is involved in
illegal schemes, disclosure might be warranted to authorities.

e Preventing Harm: When a client poses a risk to themselves or others, disclosures to
appropriate parties (e.g., mental health professionals, law enforcement) may be
ethically justified.

4. For Legal Defense or Enforcement

In legal disputes or disciplinary proceedings, CFP professionals may disclose relevant
client information as part of their defense or to comply with legal obligations.

5. During the Course of Business Operations

While generally limited, some disclosures happen internally:

e With Service Providers: Disclosures to third-party vendors (e.g., custodians,
compliance firms) under confidentiality agreements.

e Record Keeping: Maintaining accurate records may involve storing and sharing
client information securely within the firm for operational purposes.

Key Considerations and Best Practices for
Disclosing Client Information

While certain disclosures are permissible, CFP professionals should follow best practices
to ensure ethical standards are maintained.

Obtain Clear and Informed Consent

Always ensure clients are fully aware of what information will be disclosed, the reasons,
and the parties involved.

Limit Disclosure to Necessary Information

Disclose only the information essential for the purpose, avoiding unnecessary sharing of
sensitive details.



Use Secure Methods of Disclosure

Employ secure communication channels to protect client data during transmission, such as
encrypted emails or secure portals.

Maintain Documentation

Keep records of disclosures, including consent forms and the scope of what was shared,
for accountability.

Stay Updated on Legal and Regulatory Changes

Regularly review laws and industry standards to ensure compliance and adapt policies
accordingly.

Conclusion

The question of when a CFP professional may disclose a client’s personal identifiable
information is governed by a combination of legal obligations, ethical standards, and best
practices. Generally, disclosures are permitted when explicitly authorized by the client,
required by law or regulation, necessary to prevent fraud or illegal activity, or essential
for defending legal claims. CFPs must balance their duty of confidentiality with these
circumstances, ensuring they act transparently, securely, and ethically at all times. By
understanding these boundaries and maintaining rigorous standards for disclosure, CFP
professionals uphold the trust placed in them and serve their clients’ best interests
effectively and responsibly.
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Frequently Asked Questions

Under what circumstances can a CFP Professional
disclose a client's personally identifiable information?

A CFP Professional may disclose a client's personally identifiable information only when
authorized by the client, required by law, or to fulfill a legal or regulatory obligation.



Is client consent always required before a CFP
Professional discloses personal information?

Yes, generally, a CFP Professional must obtain the client's explicit consent before
disclosing personally identifiable information unless disclosure is mandated by law or
regulation.

Can a CFP Professional disclose client information
without consent in the case of a subpoena or legal
process?

Yes, if required by law or a court order, a CFP Professional may disclose client information
without prior consent to comply with legal obligations.

How does confidentiality relate to a CFP Professional's
duty to disclose client information?

Confidentiality is a fundamental obligation; a CFP Professional should only disclose a
client's personally identifiable information when legally permitted or ethically justified,
ensuring the client's privacy is protected.

What ethical considerations guide a CFP Professional
when deciding to disclose client personal information?

A CFP Professional must consider ethical principles such as client confidentiality,
informed consent, and the obligation to act in the client's best interest, disclosing
information only when necessary and justified.

What policies should a CFP Professional follow
regarding the disclosure of client personally identifiable
information?

They should follow applicable laws and regulations, adhere to the CFP Board’s Standards
of Conduct, obtain client consent when appropriate, and implement secure procedures to
protect client data from unauthorized disclosure.

Additional Resources
Confidentiality

In the realm of financial planning, trust forms the cornerstone of a successful client-
advisor relationship. Certified Financial Planner™ (CFP®) professionals are bound by
rigorous ethical standards that prioritize client confidentiality and privacy. A fundamental
question that often arises is: Under what circumstances may a CFP professional disclose a
client’s personally identifiable information (PII)? Here, we delve into the nuances, legal



obligations, ethical considerations, and best practices surrounding this critical aspect of
the financial advising profession.

Understanding the CFP Code of Ethics and
Standards of Conduct

The CFP Board's Code of Ethics and Standards of Conduct serve as the bedrock for
professional behavior among CFP professionals. These standards emphasize integrity,
objectivity, competence, fairness, confidentiality, professionalism, and diligence. Of
particular interest here is the Standard of Conduct related to confidentiality, which
underscores the obligation to protect client information.

Key principles include:

- Confidentiality: CFP professionals must keep all client information confidential unless
disclosure is authorized or legally mandated.

- Client Consent: Any sharing of personal information requires explicit, informed consent
from the client, unless otherwise specified by law or regulation.

- Legal Exceptions: There are specific, limited situations where disclosure is permitted or
required by law, even without client consent.

Legal and Ethical Framework Governing
Disclosure

While the ethical standards set by the CFP Board are comprehensive, legal statutes play a
critical role in defining when and how a CFP professional may disclose client information.
These include federal laws like the Gramm-Leach-Bliley Act (GLBA), the Fair Credit
Reporting Act (FCRA), and various state laws.

Legal Conditions Allowing Disclosure
A CFP professional may disclose a client's PII under the following circumstances:

1. Client Authorization:

The most straightforward scenario is when the client explicitly consents in writing to the
disclosure of their information. This is common when sharing data with third-party service
providers, such as accountants or estate attorneys, and requires clear communication
regarding what information will be shared, with whom, and for what purpose.

2. Legal or Regulatory Requirement:
When a law, regulation, court order, or subpoena mandates disclosure, a CFP professional



must comply. For example, anti-money laundering (AML) laws or tax reporting obligations
may require the disclosure of certain client information to authorities.

3. Protection of the Client’s or the Public’s Interests:

If disclosure is necessary to prevent fraud, criminal activity, or to protect the client or the
public from imminent harm, professionals may disclose relevant information. This is often
justified under the doctrine of “duty to warn” or “duty to prevent harm.”

4. Defense in Legal Proceedings:

If a CFP professional faces legal action, they may disclose pertinent client information as
part of the legal process, provided such disclosure complies with applicable laws and
confidentiality agreements.

5. Service Provision and Business Operations:

Certain disclosures are permissible when necessary for the normal course of business,
such as processing transactions, complying with contractual obligations, or conducting
audits. These disclosures should be limited to what is necessary and protected by
confidentiality agreements.

Specific Scenarios Where Disclosure Is Permitted

Let's explore each of these scenarios in more detail to understand their nuances,
limitations, and best practices.

1. Client Authorization

Explicit Consent:
A CFP professional must obtain clear, informed, and explicit consent from the client before
sharing their PII. This often involves a signed authorization form that specifies:

- What information will be disclosed
- To whom it will be disclosed

- The purpose of disclosure

- The duration of consent

Best Practice:
Maintain meticulous records of client consents, including the scope and timing, to
demonstrate compliance if questioned later.

2. Legal or Regulatory Mandates
When Law Enforces Disclosure:
Legal obligations can require CFP professionals to disclose client information without

prior consent. For example:

- Tax authorities: Reporting income or assets for tax compliance
- Anti-money laundering agencies: Reporting suspicious activities



- Court orders/subpoenas: Disclosing information as part of legal proceedings

Limitations:
Professionals should only disclose what is legally required and avoid sharing additional,
unrelated information.

Best Practice:
Consult legal counsel if unsure about the scope of the obligation and ensure disclosures
are documented and limited to what is legally mandated.

3. Protecting Client or Public Interests

Preventing Harm or Fraud:
If a CFP professional reasonably believes that withholding information could result in
significant harm, they may be justified in disclosing PII. Examples include:

- Suspected fraud or financial abuse
- Threats of violence or self-harm
- Imminent criminal activity

Ethical Considerations:
This exception must be applied judiciously, balancing the duty of confidentiality with the
duty to prevent harm.

Best Practice:
Document the rationale for disclosure and, when possible, inform the client of the
disclosure after the fact, barring legal restrictions.

4. Legal Defense and Litigation

Disclosing for Legal Purposes:
If a client or the CFP professional is involved in litigation, relevant information may need
to be disclosed as part of the legal process.

Limitations:

Disclosures should be confined to what is necessary, and professionals should ensure that
such disclosures are protected under confidentiality agreements or privilege where
applicable.

5. Business Operations and Service Delivery

Permissible Disclosures:
Sharing client information for the purpose of:

- Processing transactions
- Providing authorized financial services
- Conducting audits or compliance reviews

Best Practice:
Limit disclosures to only the information necessary for the specific purpose and ensure
secure handling of data.



Ethical and Privacy Safeguards for CFP
Professionals

While legal allowances are important, ethical considerations are paramount. CFP
professionals should adopt comprehensive safeguards to protect client PII at all times:

- Data Encryption: Use secure channels for electronic communication.

- Access Controls: Limit access to client information to authorized personnel.

- Regular Training: Ensure staff are trained on confidentiality policies.

- Data Retention Policies: Retain client data only as long as necessary and securely dispose
of it afterward.

- Client Communication: Clearly explain confidentiality policies and circumstances under
which disclosures may occur.

Conclusion: Striking the Balance Between
Confidentiality and Disclosure

In summary, a CFP professional's ability to disclose a client’s personally identifiable
information hinges on a careful balance of ethical obligations, legal requirements, and
professional standards. The cornerstone remains maintaining client trust through
confidentiality, except in specific, narrowly defined circumstances such as explicit client
consent, legal mandates, or to prevent harm.

Key takeaways include:

- Always prioritize client confidentiality unless a clear exception applies.

- Obtain explicit, informed consent when sharing information.

- Comply with legal obligations and document disclosures meticulously.

- Use discretion and uphold ethical standards to protect client privacy.

- Employ robust safeguards to prevent unauthorized access or accidental disclosures.

By understanding these boundaries and frameworks, CFP professionals can navigate the
complex landscape of confidentiality, ensuring they uphold their fiduciary duty while
complying with applicable laws and ethical standards. This careful approach not only
preserves professional integrity but also fosters enduring trust with clients—an essential
ingredient for long-term financial success.
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