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Concurrency is a fundamental aspect of modern database systems, enabling multiple transactions to execute
simultaneously to maximize resource utilization and system throughput. However, concurrency also
introduces several challenges that can compromise data integrity, consistency, and system reliability.
Understanding these problems and implementing effective concurrency control mechanisms is crucial for designing
robust database systems. In this article, we will explore three common problems associated with concurrent
transaction execution and discuss how concurrency control techniques can effectively address them.

1. Lost Updates

Understanding Lost Updates
Lost updates occur when two or more transactions read and modify the same data item concurrently, and the
updates from one transaction overwrite those of another without any awareness. This problem results in the
loss of some updates, leading to inconsistent or incorrect data states.

Scenario Illustration
Consider two transactions T1 and T2 attempting to update the same bank account balance:

T1 reads the current balance, say $1000.1.

T2 also reads the same balance, $1000.2.

T1 adds $100 and updates the balance to $1100.3.

T2 adds $200 and updates the balance to $1200, unaware of T1’s update.4.

In this scenario, the update from T1 is overwritten by T2, and the final balance becomes $1200, ignoring T1’s
transaction. The intended combined effect of both transactions is lost, causing data inconsistency.

How Concurrency Control Prevents Lost Updates
To prevent lost updates, concurrency control mechanisms enforce serializability or controlled access:

Locking Protocols: Using exclusive (write) locks ensures that once a transaction is updating a data
item, no other transaction can read or write until the lock is released.

Two-Phase Locking (2PL): Enforces a protocol where transactions acquire all necessary locks before
releasing any, preventing overlapping conflicting updates.

Optimistic Concurrency Control: Checks for conflicts before committing, aborting transactions if
concurrent modifications are detected.



These techniques ensure that conflicting updates are serialized or properly managed, preventing overwriting
issues.

2. Dirty Reads

Understanding Dirty Reads
A dirty read occurs when a transaction reads data that has been modified by another transaction but not yet
committed. If the other transaction rolls back, the data read was invalid, leading to inconsistency.

Scenario Illustration
Suppose T1 updates a record but hasn't committed yet:

T1 updates the account balance from $1000 to $1200.1.

T2 reads the balance, seeing $1200.2.

T1 decides to rollback due to some error, reverting to $1000.3.

T2 has based its operations on uncommitted data that no longer exists, leading to potential errors or4.
inconsistencies.

This phenomenon undermines data reliability, especially in financial or critical systems.

How Concurrency Control Prevents Dirty Reads
Preventing dirty reads involves controlling the timing of read and write operations:

Read Committed Isolation Level: Ensures that a transaction can only read data that has been
committed, preventing dirty reads.

Shared and Exclusive Locks: Using shared locks for reading and exclusive locks for writing ensures that
uncommitted data isn't read by other transactions.

Snapshot Isolation: Provides a consistent view of the database at the start of the transaction,
preventing it from seeing uncommitted changes.

Implementing these controls ensures that transactions only operate on stable, committed data, maintaining
data integrity.

3. Non-Repeatable Reads and Phantom Reads

Understanding Non-Repeatable and Phantom Reads
These problems relate to the consistency of data during a transaction:

Non-Repeatable Reads: Occur when a transaction reads the same data item multiple times and finds1.



different values because another transaction modified the data in between.

Phantom Reads: Happen when a transaction re-executes a query returning a set of rows and finds new2.
rows, or missing rows, due to concurrent insertions or deletions by other transactions.

Scenario Illustration
Suppose T1 is calculating the total number of accounts with a balance over $1000:

Initially, T1 runs the query and finds 50 such accounts.1.

Meanwhile, T2 inserts a new account with a balance of $1500.2.

If T1 re-runs the query, it now sees 51 accounts, experiencing a phantom read.3.

This inconsistency can cause errors in reporting or decision-making.

How Concurrency Control Prevents Non-Repeatable and Phantom Reads
To ensure consistent read operations:

Repeatable Read Isolation Level: Guarantees that if a transaction reads data, it will see the same data
throughout its execution, preventing non-repeatable reads.

Serializable Isolation Level: Ensures complete isolation by preventing other transactions from inserting
or deleting rows that would affect the current transaction’s queries, thus avoiding phantom reads.

Locking Strategies: Using range locks or predicate locks to prevent concurrent insertions or deletions
that could cause phantom reads.

Higher isolation levels provide stronger guarantees but may reduce concurrency, so selecting the appropriate
level depends on system requirements.

Implementing Effective Concurrency Control

Lock-Based Protocols
Locks are the most common concurrency control method:

Shared Locks (S): Allow multiple transactions to read a data item concurrently.

Exclusive Locks (X): Allow only one transaction to write, preventing others from reading or writing
simultaneously.

Two-Phase Locking (2PL): Ensures serializability by requiring transactions to acquire all necessary
locks before releasing any, preventing conflicts.



Timestamp-Based Protocols
Transactions are assigned timestamps, and conflict resolution is based on these timestamps:

Ensures serializability by ordering transactions according to their timestamps.

Allows higher concurrency than locking but requires careful management of timestamps and conflict
resolution.

Optimistic Concurrency Control
Assumes conflicts are rare and allows transactions to proceed without locking:

Validates transactions before commit to ensure no conflicts occurred.

Suitable for environments with low contention.

Choosing the Right Concurrency Control Mechanism
Selecting an appropriate concurrency control technique depends on:

System workload and contention levels

Performance requirements

Data consistency and integrity needs

Acceptable levels of concurrency and potential conflicts

A balanced approach often involves using a combination of locking and timestamp-based protocols to optimize
performance while ensuring data integrity.

Conclusion
Concurrent transaction execution is vital for the efficiency of modern database systems but introduces
challenges like lost updates, dirty reads, and non-repeatable or phantom reads. These problems can compromise
data consistency and correctness if not properly managed. Concurrency control mechanisms, such as locking
protocols, isolation levels, and timestamp methods, provide effective solutions to mitigate these issues.
Implementing the right concurrency control strategies ensures that databases remain reliable, consistent, and
performant even under high concurrency workloads. Understanding these problems and their solutions is
essential for database administrators and system designers aiming to build robust data management systems.

Frequently Asked Questions

What is the 'Lost Update' problem in concurrent transactions, and how
does concurrency control address it?

The 'Lost Update' problem occurs when two transactions read the same data and update it concurrently,



causing one update to overwrite the other. Concurrency control mechanisms like locking ensure that only one
transaction can modify the data at a time, preventing such conflicts.

How does the 'Dirty Read' problem occur, and what techniques are used to
prevent it?

A 'Dirty Read' happens when a transaction reads data that has been modified by another transaction but not
yet committed. To prevent this, concurrency control methods such as using isolation levels (e.g., serializable
or repeatable read) and locking protocols prevent reading uncommitted data, ensuring data consistency.

Can you explain the 'Non-Repeatable Read' issue and how concurrency
control manages it?

A 'Non-Repeatable Read' occurs when a transaction reads the same data twice and finds it has changed in
between due to other committed transactions. Concurrency control techniques like increasing isolation levels
or employing locking ensure that data read remains consistent throughout the transaction, avoiding this
problem.

What role do locking protocols play in managing concurrent transactions?

Locking protocols, such as two-phase locking (2PL), regulate access to data by locking resources during
transactions. They prevent conflicts like dirty reads and lost updates by ensuring that only one transaction
can modify or read data at a time, thus maintaining data integrity.

How does the use of timestamps contribute to concurrency control?

Timestamp-based concurrency control assigns timestamps to transactions to determine the serial order of
execution. This method helps prevent conflicts like conflicts and ensures transactions are executed in a way
that preserves consistency without requiring extensive locking, improving concurrency efficiency.

What is the difference between pessimistic and optimistic concurrency
control?

Pessimistic concurrency control uses locking to prevent conflicts before they occur, suitable for high-
contention environments. Optimistic control assumes conflicts are rare and allows transactions to proceed
without locking, validating at commit time to ensure consistency. Each approach balances concurrency and
risk differently.

Why is proper concurrency control essential in database systems, and what
are the potential consequences of inadequate control?

Proper concurrency control ensures data consistency, integrity, and isolation among transactions. Without
it, issues like lost updates, dirty reads, and non-repeatable reads can occur, leading to incorrect data,
transaction failures, and compromised system reliability. Effective control mechanisms prevent these problems
and maintain trustworthy data management.

Additional Resources
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In the realm of database systems, concurrent transaction execution plays a pivotal role in ensuring that
multiple users can access and modify data simultaneously without compromising the integrity or consistency



of the database. However, while concurrency boosts performance and resource utilization, it also introduces
a suite of complex challenges. Understanding these common problems and how concurrency control mechanisms
address them is essential for designing robust, reliable database systems that meet the demands of modern, high-
traffic applications.

---

Introduction to Concurrency in Database Systems

Concurrency in databases refers to the ability of multiple transactions to execute simultaneously in a way
that their operations do not interfere negatively with one another. It enhances system throughput and
responsiveness, especially in multi-user environments like banking, e-commerce, or social media platforms.

However, this concurrency must be managed carefully. Without proper controls, simultaneous transactions
can lead to data anomalies, inconsistencies, and other issues that undermine the correctness of the database.
This is where concurrency control mechanisms come into play, ensuring that concurrent transactions execute
in a manner that preserves data integrity and system correctness.

---

The Three Common Problems With Concurrent Transaction Execution

1. Lost Updates

What is Lost Updates?

The lost update problem occurs when two or more transactions read the same data item and then update it,
but the updates are not properly coordinated. As a result, some updates are overwritten or "lost," leading to
data inconsistencies.

How It Happens

- Transaction A reads a data item, say, an account balance of $100.
- Transaction B also reads the same balance ($100).
- Transaction A adds $50 and writes back the new balance ($150).
- Transaction B, unaware of A's update, adds $20 based on the old balance ($100 + $20 = $120) and writes
back this value, overwriting A's update.
- Final balance should have been $170, but due to the overwriting, it ends up as $120, losing the update from
Transaction A.

Consequences

- Data inconsistencies.
- Financial inaccuracies (e.g., incorrect account balances).
- Loss of critical updates, leading to unreliable data.

How Concurrency Control Prevents Lost Updates

- Locking mechanisms: Use exclusive locks on data items during updates, preventing other transactions from
reading or writing until the lock is released.
- Timestamp ordering: Enforce serializability based on transaction timestamps to ensure correct update
sequences.
- Optimistic concurrency control: Allow transactions to proceed without locks but validate before commit
that no conflicting updates occurred.

---

2. Dirty Reads



What is a Dirty Read?

A dirty read happens when a transaction reads data that has been modified by another transaction but not yet
committed. If the other transaction rolls back, the read data becomes invalid, leading to inconsistent views.

How It Happens

- Transaction A updates a data item (e.g., setting a status to "Pending") but hasn't committed.
- Transaction B reads this uncommitted data and makes decisions based on it.
- If Transaction A rolls back, the data read by B is invalid, which can cause errors or inconsistent states.

Consequences

- Reading uncommitted or temporary data can lead to incorrect application logic.
- It can cause cascading rollbacks if dependent transactions rely on uncommitted data.
- Overall compromise of data consistency.

How Concurrency Control Addresses Dirty Reads

- Strict two-phase locking (Strict 2PL): Ensures that transactions hold locks until they commit or abort,
preventing other transactions from reading uncommitted data.
- Read isolation levels: Use isolation levels like Repeatable Read or Serializable to prevent dirty reads.
- Snapshot isolation: Provides transactions with a consistent snapshot of the database, avoiding dirty reads
altogether.

---

3. Non-Repeatable Reads

What is a Non-Repeatable Read?

A non-repeatable read occurs when a transaction reads the same data item multiple times and gets different
values because another concurrent transaction modified the data in between.

How It Happens

- Transaction A reads a data item (e.g., a product price).
- Transaction B updates the same data item.
- Transaction A reads the data item again, now seeing a different value.
- This inconsistency can cause issues in operations requiring stable data throughout a transaction.

Consequences

- Data inconsistencies during transaction processing.
- Erroneous calculations or decision-making based on changing data.
- Difficulties in ensuring transaction correctness, especially in financial or inventory systems.

How Concurrency Control Prevents Non-Repeatable Reads

- Higher isolation levels: Using Repeatable Read or Serializable levels prevents data from changing during a
transaction.
- Locking protocols: Lock data items for the duration of a transaction, ensuring their values remain stable.
- Multiversion Concurrency Control (MVCC): Maintains multiple versions of data, allowing transactions to
work with consistent snapshots without blocking reads or writes.

---

How Concurrency Control Mechanisms Mitigate These Problems



Lock-Based Protocols

Locking is the most common method of concurrency control. It involves acquiring locks on data items before
access:
- Shared Locks (Read Locks): Allow multiple transactions to read data simultaneously.
- Exclusive Locks (Write Locks): Allow only one transaction to modify data at a time.

By controlling lock acquisition and release, the system prevents issues like lost updates, dirty reads, and non-
repeatable reads.

Timestamp-Based Protocols

Transactions are assigned timestamps when they begin, and the system enforces rules based on these timestamps:
- Ensures serializability by ordering transactions according to their timestamps.
- Helps prevent conflicts that lead to anomalies like lost updates and dirty reads.

Multiversion Concurrency Control (MVCC)

MVCC maintains multiple versions of data items, enabling transactions to:
- Read consistent snapshots of the database.
- Write updates without overwriting existing data immediately.
- Reduce locking contention and increase concurrency.

This mechanism effectively addresses problems like dirty reads and non-repeatable reads, providing high
performance in read-heavy environments.

Isolation Levels and Their Trade-offs

SQL databases support various isolation levels to balance concurrency and consistency:
- Read Uncommitted: Allows dirty reads, minimal locking.
- Read Committed: Prevents dirty reads; releases locks after reading.
- Repeatable Read: Ensures data read remains consistent during a transaction.
- Serializable: Highest level, enforces full serializability, preventing all anomalies.

Choosing the right level depends on the application's requirements for consistency versus performance.

---

Practical Considerations and Best Practices

- Understand your application's requirements: Decide whether high concurrency or strict consistency is more
critical.
- Choose appropriate isolation levels: Balance performance with correctness.
- Implement locking judiciously: Use granularity (row-level vs. table-level) to optimize concurrency.
- Monitor and tune: Regularly analyze transaction contention and deadlock occurrences.
- Leverage modern concurrency control techniques: Use MVCC where supported, especially for distributed
systems or read-heavy workloads.

---

Conclusion

Explain Three Common Problems With Concurrent Transaction Execution And How Concurrency Control Can
Be is fundamental for anyone involved in designing or managing database systems. Problems like lost updates,
dirty reads, and non-repeatable reads threaten data integrity and system correctness. However, with a
thoughtful application of concurrency control mechanisms—such as locking protocols, timestamp ordering,
and multiversion concurrency control—these issues can be effectively mitigated. Balancing concurrency and
consistency is an ongoing challenge that requires a clear understanding of both the underlying problems and the
solutions available. By implementing appropriate strategies and best practices, organizations can build



reliable, high-performance databases that meet the demanding needs of modern applications.
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