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When an Internet Service Provider (ISP) allocates a network such as 140.10.0.0/23 to your
organization, it provides a block of IP addresses that you can subdivide into smaller subnetworks to
meet your specific networking needs. Creating 32 subnets from this network involves understanding IP
addressing, subnetting principles, and efficient network design. Proper subnetting allows for better
management, improved security, and optimized utilization of IP address space. In this article, we will

explore the process of subnetting the 140.10.0.0/23 network into 32 smaller subnets, step-by-step.

Understanding the Given Network: 140.10.0.0 /23

What Does /23 Mean?

The notation /23 signifies the subnet mask, indicating that the first 23 bits of the IP address are
designated for the network portion. In dotted-decimal notation, this corresponds to:

- 255.255.254.0

This mask provides a balance between network and host bits, enabling a certain number of hosts

within the network.



IP Address Range in 140.10.0.0 /23

The network 140.10.0.0/23 encompasses:
- Starting IP: 140.10.0.0
- Ending IP: 140.10.1.255

This yields:
- Total addresses: 2*(32-23) = 512 IP addresses

- Usable hosts: 510 (excluding network and broadcast addresses)

Given this, the network is relatively large, but if you need to segment it into 32 smaller subnets, you'll

need to further subnet the network.

Subnetting Basics: How to Divide a Network

Key Concepts

- Subnet Mask: Determines the division between network and host bits.
- Subnet: A logically segmented network within the larger network.
- CIDR (Classless Inter-Domain Routing): Notation used to specify IP ranges and masks.

- Bits Borrowed: When subnetting, bits are borrowed from the host portion to create more subnets.

Calculating the Number of Subnets and Hosts

To create 32 subnets, we need to borrow bits from the host portion of the IP address. The number of
bits borrowed determines the number of subnets:
- Number of subnets = 2*n, where n is the number of borrowed bits

- Number of hosts per subnet = 2*(remaining bits) - 2 (excluding network and broadcast addresses)

Since 2"5 = 32, borrowing 5 bits from the host portion will give us 32 subnets.



Determining the New Subnet Mask

Original Mask

- /23 or 255.255.254.0
- Network bits: 23
- Host bits: 9 (32 - 23)

Borrowing 5 Bits

- New subnet mask: /28 (23 + 5)
- In decimal: 255.255.255.240

Implication of /28 Mask

- Number of subnets: 245 = 32
- Hosts per subnet: 24(4) - 2 = 14 (since 4 bits remain for hosts)

- Usable IP addresses per subnet: 14

This allows you to create 32 subnets, each with 14 usable addresses, suitable for small network

segments.

Step-by-Step Subnetting of 140.10.0.0 /23 into 32 Subnets

1. Identify the Increment

- The increment is the block size for each subnet, determined by the last octet of the subnet mask.

- For /28 (255.255.255.240), the block size is 16.



2. Calculate Subnet Ranges

Starting at 140.10.0.0, the subnets will increment by 16 addresses:
- 140.10.0.0 /28

- 140.10.0.16 /28

- 140.10.0.32 /28

- Continue this pattern until you reach 140.10.1.240 /28

3. List Subnet Details

Below are the first few subnets:
| Subnet Number | Network Address | First Usable IP | Last Usable IP | Broadcast Address |

I | | | | |
| 1] 140.10.0.0 /28 | 140.10.0.1 | 140.10.0.14 | 140.10.0.15 |

| 2| 140.10.0.16 /28 | 140.10.0.17 | 140.10.0.30 | 140.10.0.31 |
| 3| 140.10.0.32 /28 | 140.10.0.33 | 140.10.0.46 | 140.10.0.47 |

Continue this pattern through all 32 subnets.

Practical Considerations for Subnetting

Choosing the Appropriate Subnet Size

While /28 provides 14 usable addresses per subnet, your actual requirements may vary:
- If more hosts are needed, consider a larger subnet mask (less subnetting).

- For smaller segments, /28 is ideal.



Address Planning and Documentation

- Keep detailed records of each subnet's range.

- Plan for future growth to avoid reworking the network design.

Security and Management

- Segmentation enhances security by isolating network segments.

- Easier to troubleshoot and manage smaller subnets.

Tools and Resources for Subnetting

Subnet Calculators

Numerous online tools can automate the calculation process:
- IP subnet calculators: input the network and desired subnets to generate ranges.

- CIDR calculators: convert between CIDR notation and dotted-decimal masks.

Command-Line Utilities

- Linux/Unix: “ipcalc’, "nmap’

- Windows: PowerShell commands, third-party tools

Summary

Creating 32 subnets from the 140.10.0.0/23 network involves understanding CIDR notation, calculating
the number of bits to borrow, and selecting an appropriate subnet mask—here, /28 (255.255.255.240).

This process results in 32 smaller subnets, each with up to 14 usable host addresses, enabling



efficient network segmentation. Proper planning, documentation, and utility tools streamline the

subnetting process, ensuring your network is scalable, secure, and manageable.

Conclusion

Subnetting is an essential skill for network administrators, allowing for optimal IP address utilization
and network segmentation. By understanding the principles behind CIDR and subnet masks, you can
effectively divide large networks into smaller, manageable subnets tailored to your organizational
needs. Whether for small departmental networks or larger enterprise segments, mastering subnetting

ensures your network infrastructure remains flexible, secure, and efficient.

Frequently Asked Questions

How do | determine the number of bits needed for creating 32 subnets

from the 140.10.0.0/23 network?

To create 32 subnets, you need to find the smallest power of two that is equal to or greater than 32.

Since 225 = 32, you need to borrow 5 bits from the host portion for subnetting.

What is the new subnet mask when dividing 140.10.0.0/23 into 32
subnets?
By borrowing 5 bits, the new subnet mask becomes /28 (23 + 5). In dotted decimal, this is

255.255.255.240.

How many hosts per subnet can be assigned when subnetting

140.10.0.0/23 into 32 subnets?

With a /28 mask, each subnet has 2*(32-28) - 2 = 14 usable hosts, since 2 addresses are reserved for



network and broadcast addresses.

What are the network addresses of the first few subnets after
subnetting 140.10.0.0/23 into /28 subnets?

The first few subnet network addresses are 140.10.0.0/28, 140.10.0.16/28, 140.10.0.32/28,

140.10.0.48/28, and so on, increasing by 16 in the last octet.

How do | calculate the range of usable IP addresses in each /28
subnet?

For each subnet, the usable IP addresses range from the network address +1 to the broadcast

address -1. For example, in 140.10.0.0/28, usable IPs are 140.10.0.1 to 140.10.0.14.

What is the broadcast address for the subnet 140.10.0.32/28%

The broadcast address for 140.10.0.32/28 is 140.10.0.47.

How many total subnets will | have after subnetting 140.10.0.0/23

into 32 subnets?

You will have exactly 32 subnets, each with a /28 mask, totaling 32 subnets derived from the original

/23 network.

What are the implications of subnetting 140.10.0.0/23 into 32
smaller networks for network design?

Subnetting into 32 smaller networks improves network segmentation, enhances security, and allows

more efficient IP address utilization, especially when managing multiple departments or segments.



Additional Resources
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When an Internet Service Provider (ISP) leases a network segment such as 140.10.0.0 /23, it provides
a sizable block of IP addresses that can be subdivided into smaller, more manageable subnets. This
process is essential for organizations that want to segment their network for security, performance, or
organizational purposes. Creating 32 subnetworks from a /23 network involves understanding IP
subnetting concepts, calculating subnet ranges, and planning the network architecture efficiently. In
this article, we will explore the process of subnetting this specific network, its implications, and best

practices for deploying multiple subnets.

Understanding the Base Network: 140.10.0.0 /23

Network Overview

The network 140.10.0.0 /23 signifies an IP range starting at 140.10.0.0 with a subnet mask of
255.255.254.0. This CIDR notation indicates that the first 23 bits are fixed for network identification,

leaving 9 bits for host addresses.

- Total IP Addresses: 27(32-23) = 2"9 = 512 addresses

- Usable Hosts: 510 (excluding network and broadcast addresses)

This network provides a relatively large pool of IP addresses suitable for multiple subnets, each

serving different segments of an organization or different services.



Address Range

- Start: 140.10.0.0

- End: 140.10.1.255

- Broadcast Address: 140.10.1.255

- Usable IP Range: 140.10.0.1 to 140.10.1.254

Given these addresses, the network spans two Class B /23 blocks, allowing for flexible subdivision.

Why Subnet? The Need for Creating 32 Subnets

Subnetting serves several critical functions:

- Security: Isolate network segments to prevent unauthorized access.
- Performance: Reduce broadcast domains, minimizing network congestion.
- Organization: Assign dedicated subnets to departments or services.

- Scalability: Prepare for future growth and easier IP management.

Creating 32 subnets from a /23 network requires understanding how to borrow bits from the host

portion to create additional network segments.

How to Subnet: Technical Approach



Calculating Subnet Masks for 32 Subnets

To generate 32 subnets, we need to determine how many bits to borrow from the host portion.

- Number of subnets needed: 32
- Formula: 2*n >= 32, where n is the number of bits borrowed

- n =5 (since 275 = 32)

Since the original network mask is /23, which is 255.255.254.0, borrowing 5 bits extends the network

mask:

- New mask: /23 + 5 = /28
- Subnet Mask: 255.255.255.240

Note: /28 provides 16 IP addresses per subnet, with 14 usable hosts (excluding network and broadcast

addresses).

Number of Subnets and Hosts

- Subnets: 275 = 32
- Hosts per Subnet: 24(32-28) - 2 = 14

This configuration perfectly aligns with the goal of creating 32 subnets, each capable of supporting up

to 14 hosts.

Subnetting the 140.10.0.0 /23 Network into 32 Subnets



Step-by-Step Subnet Calculation

1. Original network: 140.10.0.0 /23 (255.255.254.0)
2. Borrow 5 bits from the host portion to create /28
3. Calculate block size: 2*(32 - 28) = 16 addresses per subnet

4. Subnet addresses:

| Subnet Number | Network Address | Range of Usable IPs | Broadcast Address |

I I I I I
| 0| 140.10.0.0 | 140.10.0.1 - 140.10.0.14 | 140.10.0.15 |

| 1]140.10.0.16 | 140.10.0.17 - 140.10.0.30 | 140.10.0.31 |
| 21140.10.0.32 | 140.10.0.33 - 140.10.0.46 | 140.10.0.47 |

o Lo Lo | e |
| 31 | 140.10.15.240 | 140.10.15.241 - 140.10.15.254 | 140.10.15.255 |

Note: Each subnet increases by 16 addresses, with the first address being the network address and

the last being the broadcast.

Resulting Subnets

- Total of 32 subnets
- Each subnet supports up to 14 hosts

- Suitable for small departmental networks, DMZs, or specialized services

Advantages and Disadvantages of the /28 Subnetting

Approach



Pros

- Efficient Address Management: Precise allocation of IPs for small networks
- Reduced Broadcast Domain: Limits broadcast traffic to each subnet
- Enhanced Security: Isolates network segments

- Simplifies Network Troubleshooting: Smaller broadcast domains make issues easier to identify

Cons

- Limited Hosts per Subnet: Only 14 usable IP addresses, which may be restrictive for some
applications

- Increased Complexity: Managing many small subnets requires proper planning and documentation
- Potential Waste of IPs: If a subnet's needs grow beyond 14 hosts, additional subnetting or

reconfiguration is necessary

Practical Deployment Considerations

Routing and VLANs

- Implementing VLANs on switches can facilitate logical segmentation aligned with subnets.
- Dynamic routing protocols (e.g., OSPF, EIGRP) should be configured to handle multiple subnets

efficiently.

Address Planning

- Maintain meticulous records of subnet allocations.

- Reserve some space for future expansion or reorganization.



Security Measures

- Apply access control lists (ACLs) to restrict traffic between subnets.

- Use firewalls to safeguard sensitive segments.

Automation and Management Tools

- Utilize IP Address Management (IPAM) tools for easier oversight.

- Automate subnet provisioning where possible to reduce manual errors.

Conclusion

Creating 32 subnets from a 140.10.0.0 /23 network is a strategic process that enables organizations to
optimize their IP space for security, scalability, and performance. By subnetting into /28 networks, each
subnet can accommodate small groups or devices, and the overall network becomes more organized
and manageable. While this approach offers numerous benefits, it also requires careful planning to

avoid IP wastage and to ensure seamless network operation.

Proper understanding of subnetting fundamentals, combined with meticulous planning, can significantly
enhance network efficiency and security. Whether deploying for a corporate environment, educational
institution, or data center, subnetting remains a fundamental skill for network administrators. With the
right approach, the leased IP space can be maximized to meet current needs and adapt to future

growth.

In summary, subnetting a /23 network into 32 parts involves borrowing five bits to create /28 subnets,

each with 14 usable IP addresses. This method offers granular control over network segments,



fostering better security and performance. However, it also demands diligent management to handle

the increased number of subnets effectively.
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