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Understanding how to extract square roots modulo a prime number is a fundamental
problem in number theory with significant applications in cryptography, coding theory, and
computational mathematics. Algorithm 15.31 provides a systematic approach to compute
square roots modulo a prime, especially in cases where the prime satisfies particular
congruences. In this article, we will focus on the specific case where the prime \( p \equiv 3
\pmod{4}\), and provide a detailed proof that Algorithm 15.31 correctly computes the
square root in this scenario.

Introduction to Square Root Extraction Modulo a
Prime

Before delving into the proof, it is essential to understand the context and the importance
of square root extraction modulo a prime.

What is Modular Square Root?

Given a prime \( p\) and an integer \( a\), the modular square root problem asks: find an
integer \( x \) such that:

\[
X2 \equiv a \pmod{p}
\]

if such an \( x\) exists. When \( p\) is prime, this problem has solutions only if \( a\) is a
quadratic residue modulo \( p \), i.e., \( @~ {(p-1)/2} \equiv 1 \pmod{p} \).

Quadratic Residues and Non-Residues

The set of quadratic residues modulo \( p \) are numbers \( a\) for which the above
equation has solutions. The Legendre symbol:

\[
\left( \frac{a}{p} \right) = a~{(p-1)/2} \pmod{p}
\]



indicates whether \( a\) is a quadratic residue (\( 1\)) or a non-residue (\( -1\)).

Algorithm 15.31 Overview

Algorithm 15.31 is designed to compute square roots modulo a prime \( p \), especially
efficiently when \( p \equiv 3 \pmod{4} \). The algorithm leverages properties of modular
arithmetic and quadratic residues to simplify the process.

Key steps of Algorithm 15.31:

1. Verify that \( a\) is a quadratic residue modulo \( p \).
2. Compute \( x \) using the formula:

\[

x \equiv a”~ {(p+1)/4} \pmod{p}

\]

This formula directly yields the square root when \( p \equiv 3 \pmod{4} ).
3. Confirm that \( x~2 \equiv a \pmod{p} \).

The core of the proof relies on demonstrating that this straightforward approach indeed
produces a correct square root under the specified conditions.

Understanding the Case Where \( p \equiv 3
\pmod{4}\)

The congruence \( p \equiv 3 \pmod{4} \) implies that:

\[
p=4k + 3
\]

for some integer \( k\). This specific form simplifies the exponentiation involved in square
root extraction because of properties of modular arithmetic.



Proof That \( x \equiv a”~ {(p+1)/4} \pmod{p} \)Is
a Square Root of \( a\)

The main goal is to show that when \( p \equiv 3 \pmod{4} ), the value:

\[
x\equiv a”~{(p+1)/4} \pmod{p}
\]

satisfies:

\[
x”2 \equiv a \pmod{p}
\]

Step-by-step proof:

Step 1: Confirm \( a\) Is a Quadratic Residue

Since the algorithm applies only when \( a ) is a quadratic residue modulo \( p\), assume:

\[
a”~{(p-1)/2} \equiv 1 \pmod{p}
\]

This is guaranteed if \( a \) has a square root modulo \( p \).

Step 2: Express \( p\) in terms of \( k)
Given \( p = 4k + 3), then:

\[
\frac{p+1}{4} = \frac{4dk + 3 + 1} {4} =\frac{4k + 4}{4} =k + 1
\]

Thus,

\[
x \equiv a”~ {k+1} \pmod{p}
\]

Note: This simplifies the exponentiation process.

Step 3: Compute \( x~2\) and relate it to \( a\)

Compute:



\[
x”~2 \equiv \left( a~{k+1} \right)~2 \equiv a~{2(k+1)} \pmod{p}
\]

Our goal is to show:

\[
a~{2(k+1)} \equiv a \pmod{p}
\]

which would imply:

\[
a™~{2k + 2} \equiv a \pmod{p}
\]

or equivalently:

\[
a™ {2k + 2} \equiva~{1} \pmod{p}
\]

This reduces to:

\[
a™{2k + 1} \equiv 1 \pmod{p}
\]

But note that:

\[
a”~{(p-1)/2} \equiv 1 \pmod{p}
\]

and since \( p = 4k + 3 \):

\[
\frac{p-1}{2} =2k +1
\]

Thus, the key relation becomes:

\[
a”™{2k+1} \equiv 1 \pmod{p}
\]

which is precisely the condition for \( a \) to be a quadratic residue.



Step 4: Final proof that \( x~2 \equiv a \pmod{p} \)

From the above, we have:

\[
a”™{2k+1} \equiv 1 \pmod{p}
\]

Multiply both sides by \( a \):

\[
a”™~{2k+2} \equiv a \pmod{p}
\]

which is equivalent to:

\[
x”2 \equiv a \pmod{p}
\]

since:

\[
x"2 \equiv a”™{2(k+1)} \equiv a \pmod{p}
\]

Therefore,

\[
x \equiv a”~{k+1} \equiv a”~{(p+1)/4} \pmod{p}
\]

is indeed a square root of \( a\) modulo \( p ).

Conclusion and Implications

This proof confirms that when \( p \equiv 3 \pmod{4} \), Algorithm 15.31 simplifies to
computing \( x \equiv a”™{(p+1)/4} \pmod{p} \), which is guaranteed to be a square root of
\( @ \). This result is significant because it provides a fast and straightforward method for
square root extraction in this special case.

Key points to remember:

- The simplicity of the formula hinges on the prime's congruence property \( p \equiv 3
\pmod{4}\).

- The exponent \( (p+1)/4\) directly relates to Fermat's little theorem and quadratic
residues.



- The correctness relies on the quadratic residue condition \( a~{(p-1)/2} \equiv 1
\pmod{p}\).

This understanding not only validates Algorithm 15.31 in this specific context but also
exemplifies how number theoretic properties can lead to efficient computational
algorithms. Such techniques are foundational in cryptography, especially in schemes like
RSA and elliptic curve cryptography, where modular arithmetic and square root extraction
are routine.

Further Reading and Applications

- Quadratic Residues and the Legendre Symbol: Deepening understanding of residue
symbols and their properties.

- Tonelli-Shanks Algorithm: A general method for square root extraction modulo primes that
do not satisfy \( p \equiv 3 \pmod{4}\).

- Cryptographic Protocols: How quadratic residues underpin cryptographic schemes like
Rabin encryption.

- Computational Number Theory: Implementations of efficient algorithms for modular
exponentiation and square root extraction.

In summary, the proof demonstrates that for primes \( p \equiv 3 \pmod{4} \), Algorithm
15.31 provides a simple and effective method for extracting square roots modulo \( p \).
This case is a classic example of how specific number theoretic properties can drastically
simplify complex computational problems.

Frequently Asked Questions

What is the main goal of Algorithm 15.31 in square root
extraction modulo a prime?

Algorithm 15.31 aims to compute the square root of a number modulo a prime p when p =
3 mod 4, by leveraging properties of quadratic residues and modular arithmetic.

Why is the condition p = 3 mod 4 important in
Algorithm 15.31?
Because when p = 3 mod 4, the algorithm simplifies the square root extraction process,

allowing the root to be computed as a straightforward exponentiation, specifically using
p+1/4 powers, which is not possible when p # 3 mod 4.



How does the proof of Algorithm 15.31 leverage the
properties of primes where p = 3 mod 4?

The proof uses the fact that in such primes, the quadratic residues have specific algebraic
structures, enabling the square root to be found by raising the number to the power
(p+1)/4, due to Fermat's little theorem and quadratic residue properties.

Can Algorithm 15.31 be used directly for primes where
p #3 mod 4?

No, the algorithm relies on the condition p = 3 mod 4; for other primes, different algorithms
such as Tonelli-Shanks are necessary for square root extraction.

What are the key steps involved in proving the
correctness of Algorithm 15.31 for p = 3 mod 4?

The proof involves showing that raising the number to the (p+1)/4 power yields a square
root of the original number modulo p, using properties of quadratic residues and the fact
that p = 3 mod 4 simplifies exponentiation.

How does Fermat's Little Theorem underpin the proof of
Algorithm 15.31?

Fermat's Little Theorem states that for a prime p and an integer a not divisible by p,
a”~{p-1} = 1 mod p. This property helps establish that raising a quadratic residue to certain
powers yields its square root when p = 3 mod 4.

What is the significance of quadratic residues in the
context of Algorithm 15.31?

Quadratic residues determine whether a number has a square root modulo p. The algorithm
specifically deals with numbers that are quadratic residues when p = 3 mod 4, enabling the
extraction of the root via exponentiation.

Are there any limitations or special considerations
when applying Algorithm 15.31 for p = 3 mod 4?

Yes, the number must be a quadratic residue modulo p; otherwise, no square root exists.
Additionally, the prime p must satisfy p = 3 mod 4 for the method to be valid and
straightforward.

Additional Resources
Square Root Extraction Mod A Prime: An In-Depth Analysis of D. Algo 15.31

When it comes to computing square roots modulo a prime number, algorithms like D. Algo



15.31 have become fundamental tools in number theory and cryptography. In particular,
the case where the prime \( p \equiv 3 \pmod{4} \) offers elegant solutions due to its
mathematical properties, simplifying the process significantly. This article provides a
comprehensive review of D. Algo 15.31, focusing on the proof and operation in the case
where \( p \equiv 3 \pmod{4}\).

Understanding the Context and Significance of
Square Root Extraction Modulo a Prime

Background in Modular Arithmetic and Its Applications

Modular arithmetic forms the backbone of many cryptographic protocols, primality testing,
and number theory problems. Finding square roots modulo a prime \( p \) involves solving
the congruence:

\[
x”2 \equiv a \pmod{p}
\]

where \( @) is a quadratic residue modulo \( p \). The process is straightforward if \( p
\equiv 3 \pmod{4} \), but becomes more complex otherwise. Efficient algorithms for this

task are crucial in encryption schemes like RSA, elliptic curve cryptography, and primality
testing algorithms such as the Tonelli-Shanks algorithm.

Relevance of Algorithm 15.31

Algorithm 15.31 provides a systematic method to compute the square root of \( a \) modulo
a prime \( p\), especially within the context of primes where \( p \equiv 3 \pmod{4} \). Its
significance lies in its simplicity and efficiency, leveraging properties specific to this class of
primes to avoid more complex iterative procedures.

Mathematical Foundations and Theoretical Basis

Properties of Primes Congruent to 3 mod 4

A key property of primes \( p \equiv 3 \pmod{4}\) is that for any quadratic residue \( a \),



the square root can be computed directly using a straightforward exponentiation:

\[
x \equiv a~{\frac{p+1}{4}} \pmod{p}
\]

This stems from Fermat's Little Theorem and quadratic reciprocity, which together imply
that:

\[
a”™{\frac{p-1}{2}} \equiv 1 \pmod{p}
\]

for quadratic residues \( a \). When \( p \equiv 3 \pmod{4} \), the exponent \(
\frac{p+1}{4} \) becomes an integer, enabling a simple calculation of the square root.

Key Theoretical Result

Theorem:
If \( p \equiv 3 \pmod{4}\)is a prime and \( a\) is a quadratic residue modulo \( p\), then:

\[
x \equiv a”~{\frac{p+1}{4}} \pmod{p}
\]

is a solution to \( x~2 \equiv a \pmod{p}\).

This theorem underpins Algorithm 15.31's method in this specific case, providing a direct
and efficient means of root extraction.

Algorithm 15.31 in the Case \( p \equiv 3
\pmod{4}\)

Step-by-Step Explanation

Given a prime \( p \equiv 3 \pmod{4} \) and an element \( a\) that is a quadratic residue
modulo \( p \), the algorithm proceeds as follows:

1. Verify that \( @ \) is a quadratic residue modulo \( p \). This can be done using the
Legendre symbol:

\[



\left( \frac{a}{p} \right) \equiv a~ {\frac{p-1}{2}} \pmod{p}
\]

If the Legendre symbol equals 1, then \( a\) has a square root modulo \( p \). Otherwise, no
solution exists.

2. Compute:

\[
x \equiv a”~{\frac{p+1}{4}} \pmod{p}
\]

3. The value \( x \) obtained from the computation is a square root of \( a\) modulo \( p\).
The other rootis \( p - x\).

Proof of Correctness for the \( p \equiv 3
\pmod{4} \) Case

Mathematical Derivation

The proof relies on properties of exponents and quadratic residues:

- Since \( a\) is a quadratic residue, there exists an \( x \) such that \( x~2 \equiv a
\pmod{p}\).
- Raising \( x \) to the power \( p-1) yields:

\[
x~{p-1} \equiv 1 \pmod{p}
\]

by Fermat's Little Theorem.

- Exploiting the structure when \( p \equiv 3 \pmod{4} \), the exponent \( \frac{p+1}{4}\)
is an integer, and:

\[
\left( a”™ {\frac{p+1}{4}} \right)"~2 = a~{\frac{p+1}{2}}
\l

- Now, note that:

\[
a”™{\frac{p-1}{2}} \equiv \left( \text{Legendre symbol} \right) \equiv 1 \pmod{p}
\]



since \( a\) is a quadratic residue.
- Therefore:

\[
a”~{\frac{p+1}{2}} = a~{\frac{p-1}{2}} \times a \equiv 1 \times a \equiv a \pmod{p}
\]

- Consequently:

\[
\left( a”™ {\frac{p+1}{4}} \right)~2 \equiv a \pmod{p}
\]

which confirms that \( x \equiv a”™ {\frac{p+1}{4}} \pmod{p} ) is indeed a square root of
\(a\).

Implementation and Practical Considerations

Algorithm Implementation

The implementation is straightforward and efficient, primarily relying on modular
exponentiation, which can be performed using fast exponentiation methods such as binary
exponentiation. Here's a high-level pseudocode:

function modular_sqrt(a, p):
if legendre_symbol(a, p) '= 1:
return "No square root exists"
exponent=(p+1)//4

X = pow(a, exponent, p)
return x

This approach minimizes computational complexity, making it suitable for cryptographic
applications where performance is critical.

Notes on Verification

- Always verify that \( a \) is a quadratic residue before applying the algorithm.
- Remember that the solution \( x \) is one of two roots; the other rootis \( p - x\).



Pros and Cons of D. Algo 15.31 in the \( p \equiv 3
\pmod{4} \) Case

Pros:

- Simplicity: The algorithm reduces square root extraction to a single modular
exponentiation.

- Efficiency: Computationally less intensive than more general algorithms like Tonelli-
Shanks.

- Deterministic: Provides a direct formula without iteration or probabilistic steps.

- Mathematically Elegant: Leverages fundamental properties of quadratic residues and
Fermat's Little Theorem.

Cons:

- Limited Scope: Only applicable when \( p \equiv 3 \pmod{4}\).

- Prerequisite Checks: Requires verifying that \( a\) is a quadratic residue.

- Handling Non-Residues: Does not provide a method for non-residues; must check
beforehand.

- No Guarantee of Uniqueness: While it finds a root, it doesn't specify which one (though
both roots are easily derived).

Features and Applications

- Cryptography: Used in schemes where prime moduli are selected with specific properties,
enabling efficient square root computations.

- Number Theory: Useful in proofs and algorithms requiring explicit square roots modulo
primes.

- Primality Testing: Assists in algorithms that involve quadratic residues, such as the
Solovay-Strassen primality test.

- Computational Mathematics: Serves as an educational tool for understanding modular
exponentiation and quadratic residues.

Conclusion: A Powerful Tool in Specific Scenarios

D. Algo 15.31 stands out as a highly efficient and elegant method for extracting square
roots modulo primes that satisfy \( p \equiv 3 \pmod{4} \). Its mathematical foundation
ensures correctness, and its straightforward implementation makes it a favorite among
practitioners and researchers. While its applicability is limited to a specific class of primes,
within this scope, it offers a near-perfect combination of simplicity and speed.



This algorithm exemplifies how leveraging specific properties of mathematical structures
can lead to optimized solutions. For applications involving primes of the form \( 4k + 3), D.
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